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GENERATION OF PSEUDORANDOM SEQUENCES BASED ON STOCHASTIC VARIATIONS IN THE CURRENT 
OF RADIOELECTRONIC DEVICES 

 
V. Kuzavkov, A. Tlustiy 

 
One of the key components of ensuring information security (including in communication systems) is the use of 

cryptographic methods, particularly encryption systems. Such methods are based on the generation and processing of 
cryptographic keys. 
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The prevailing approach to key generation – proprietary encapsulation of initial data by the manufacturer – creates a 
critical dependency of users on vendors. This dependency prevents a comprehensive scientific audit of the implemented 
algorithms and complicates the assurance of cryptographic robustness under cyber threats and geopolitical instability. 

An in-depth analysis of the implications of cryptographic tool commercialization reveals significant disparities in users' 
access to secure communication technologies. This situation poses threats not only to individual systems but also to national 
security at large. 

A potentially singular solution to this problem lies in the development of proprietary key sequence generation methods. One 
such method is proposed in this study. The authors introduce an innovative software-hardware technique for generating 
pseudorandom sequences (PRS), which is based on the stochastic current fluctuations that naturally occur during the normal 
operation of radio-electronic equipment (REE). 

It is demonstrated that leveraging physical principles – specifically, fluctuations of natural or technogenic origin – enables 
the generation of unique and unpredictable keys with high entropy. The proposed approach can be seamlessly integrated into 
existing or future software-hardware systems. Its implementation not only results in substantial cost savings (by eliminating the 
need for acquiring closed-source cryptographic software) but also significantly enhances technological sovereignty and the 
overall information security posture of the state. 

The results of this research are of particular interest to developers of cryptographic solutions, researchers in the field of 
information security, and professionals within the defense-industrial sector. 

 
Keywords: pseudorandom sequences, cryptography, stochastic current variations, contactless inductive sensor, hardware-

software method, statistical characteristics, one-time markers, uniformity. 
 

 
 

 


